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Introduction to the

Vulnerability Review 2017

The annual Vulnerability Review analyzes the
evolution of software security from a vulnerability
perspective.

The review presents global data on the
prevalence of vulnerabilities and the availability

of patches, maps the security threats to IT
infrastructures, and also explores vulnerabilities
in the 50 most popular applications on private
PCs.

What does the Vulnerability Review cover?

The annual Vulnerability Review is based on
data from Secunia Research at Flexera
Software.

Secunia Research monitors more than 50,000
applications, appliances and operating systems,
and tests and verifies the vulnerabilities reported
in them.

The systems and applications monitored by
Secunia Research are those in use in the
environments of the customers of Flexera

Secunia Research who will initiate monitoring

within three business days. Secunia Research
only monitors public or commercially available
solutions.

The Vulnerability Database covers vulnerabilities
that can be exploited in all types of products 1
software, hardware, firmware, etc.

The vulnerabilities verified by Secunia Research
are described in Secunia Advisories and listed in
the Secunia Vulnerability Database, detailing

Softwareds Software Vul nerwhatiTISectriyy tebhes meedte kn@vtd mitigate

product line.

In the event of customers using products that are
not already being monitored by Secunia
Research, these products can be submitted to

How do we count vulnerabilities?

Different approaches to counting vulnerabilities
are adopted by research houses in the
vulnerability management space.

Secunia Research counts vulnerabilities per
product the vulnerability appears in. We apply

the risk posed by the vulnerability in their
environment. The Secunia Advisory descriptions
include criticality, attack vector and solution
status.

this method to reflect the level of information our
customers need, to keep their environments
secure, i.e. verified intelligence on all products
affected by a given vulnerability.
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Vul ner abi |

Numbers - All Products

Number of Vulnerabilities - All products

The absolute number of vulnerabilities detected was
17,147, discovered in 2,136® applications from 246
vendors. The number shows a 33% increase in the
five year trend, and a 6% increase from 2015 to
2016.

Since 2015, the number of vendors behind the
vulnerable products has decreased by 7% and the
amount of vulnerable products has decreased by
14%.

The substantial drop in numbers of Vendors and
Products during the years 2015 and 2016 is
occasioned by Secunia Research's decision to
focus on the products and vendors present in the
environments of Flexera
Vulnerability Management customers.

As a result, a number of products and vendors not
used in customer environments are no longer
tracked systematically.

Global Trends 1
Top 50 Portfolio @

Number of Vulnerabilities - Top 50 Portfolio

The number of vulnerabilities in the Top 50 portfolio
was 1,626, discovered in 25 products from 7
vendors plus the most used operating system,
Microsoft Windows 7.

The number shows a 15% increase in the five year
trend, and a 21% decrease from 2015 to 2016.

Criticality i Top 50 Portfolio

The combined number
O0Extremely Critirz58l 6 vul
represented the majority of vulnerabilities in the Top
50 rated by Secunia Research in 2016.

(1): Find the list of the Top 50 applications in the Appendix
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Criticality i All Products
18% of vulnerabilities in 2016 we r e
Cri t,and @3%06 a s

r aHigaly
O0Extremely C

The most notable changes in criticality levels
occurr edighlyd thitidbcal
increase from 13% in 2015 to 18% in 2016.

br a

Attack Vector 7 All Products

With a 56% share, the primary attack vector
available to attackers to trigger a vulnerability for all
products in 2016 was again via remote network, a
drop from the 56.5% the year before.

Local network has decreased, from 35% in 2015, to
31.5% in 2016. Local system increased, from 8.5%
in 2015, to 12.5% in 2016.

Attack Vector i Top 50 Portfolio

With an 82% share, the foremost attack vector
available to attackers to trigger a vulnerability in the
Top 50 portfolio was Remote Network. This,
however, is a small increase compared to 2015.

Local Network saw an increase, from 3.5% in 2015,
to 4.5% in 2016. Local System recorded a decrease
compared to last year, from 15%, to 13.5% in 2016.

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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What is the Top 50 Portfolio?

To assess how exposed endpoints are, we analyze the types of products typically found on an endpoint. For
this analysis, we use anonymous data gathered from scans throughout 2016 of the Personal Software

Il nspector

u s @ with@n avevagepoli 45 progeams installed on them. From country to country and

region to region, there are variations as to which applications are installed. For the sake of clarity, we have
chosen to focus on the state of a representative portfolio of the 50 most common applications found on
computers. These 50 applications are comprised of 35 Microsoft applications and 15 non-Microsoft

applications.

We Divide the Products into Three Categories

Product composition, PSI computer

Microsoft applications: Represent on average
40% of the applications on a computer with Personal
Software Inspector installed.

Non-Microsoft applications: Software from alll
other vendors i represents 60% of the applications
on a computer with Personal Software Inspector
installed.

Operating Systems: We track vulnerabilities in

Windows operating systems: Windows Vista,
Windows 7, Windows 8 and Windows 10.

(2): Find the list of the Top 50 applications in the Appendix

Product composition, Top 50 portfolio

Microsoft applications: Represent 69% of the Top
50 applications on a computer with Personal
Software Inspector installed.

Non-Microsoft applications: Software from all
other vendors i represents 29% of the Top 50
applications on a computer with Personal Software
Inspector installed.

Operating Systems: We track vulnerabilities in the
most prevalent operating system Windows 7.
Windows 7 represents 2% of the products in the Top
50 portfolio.

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.

www.flexerasoftware.com




FIGURE 1: SECUNIA ADVISORIES/VULNERABILITIES IN ALL PRODUCTS

Figu

1 SECUNIR RDVISORIES/
VULNERABILITIES IN ALL PRODUCTS

Secunia  Vulnerability
Advisories ~ Count  Vendors Products

'/‘ Average 2011-15 3.437 12869 524 3.141
So

° Total 2016 3416 17.147 246 2136
l_ Trend 5 yr 1% 33%  -53%  -32%

Trend 2015/16  -1% 6% Th  -14%

Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

FIGURE 2: SECUNIA ADVISORIES/VULNERABILITIES IN ALL PRODUCTS

Figu

2 GLOBAL VULNERABILITIES HISTORY
ALL PRODUCTS OF ALL VENDORS
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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FIGURE 3: VULNERABLE PRODUCTS AND VENDORS, ALL PRODUCTS

Figu

3 VULNERRBLE PRODUCTS
AND VENDORS
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

FIGURE 4: CRITICALITY, ALL PRODUCTS

Figure

4  CRITICALITY OF ADVISORIES
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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FIGURE 5: ATTACK VECTORS, ALL PRODUCTS

Figure

5  ATTACK VECTOR
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

FIGURE 6: CRITICALITY OF VULNERABILITIES IN ALL PRODUCTS, HISTORICALLY
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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Figu

7 SECUNIA ADVISORIES/
VULNERABILITIES INTOP 50

Secunia  Vulnerability
Advisories ~ Count  Vendors Products

'/’ Average 2011-15 150 1416 7 22
S
° Total 2016 171 1.626 7 25

l_ Trend 5 yr 14%  15% 0% 15%

Trend 2015/16  -2%  -21% 0% 0%

Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

FIGURE 8: VULNERABLE PRODUCTS AND VENDORS, TOP 50

g VULNERABLE PRODUCTS AND
VENDORS (TOP 50)
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

FIGURE 7: SECUNIA ADVISORIES/VULNERABILITIES IN TOP 50 PRODUCTS

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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FIGURE 9: SECUNIA ADVISORIES/VULNERABILITIES IN TOP 50 PRODUCTS

Figu

o GLOBAL VULNERABILITIES HISTORY ALL
PRODUCTS OF ALL VENDORS (TOP 30]
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

FIGURE 10: CRITICALITY, TOP 50
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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FIGURE 11: ATTACK VECTORS, TOP 50

Figure

11 ATTACK VECTOR [TOP 50)
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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Vendor WpdptBO0 Pbrtf ol

Different vendors have different security update mechanisms. Microsoft applications, which account
for 71% of the applications (including Windows 7 OS) in the Top 50 portfolio, are updated
automatically.

But Microsoft applications (including Windows 7 OS) are only responsible for 22.5% of the
vulnerabilities discovered in the Top 50 portfolio. Therefore, the non-Microsoft applications in your
system - your corporate environment or your private PC 1 play a significant role your security efforts.

Vulnerabilities in non-Microsoft applications in your
system have a significant impact on security efforts.
In this section we break down the source of
vulnerabilities in the Top 50 portfolio.

Non-Microsoft software

In 2016, 77.5% of the vulnerabilities affecting the
Top 50 applications in the representative software
portfolio affected non-Microsoft applications. This
means that 22.5% of the remaining vulnerabilities in
the Top 50 applications installed on the computers
of Personal Software Inspector users stem from the
Windows 7 operating system (9%) and Microsoft
applications (13.5%).

On average, over a five year period, the share of
non-Microsoft vulnerabilities has hovered around
78%, peaking at 88.5% in 2012. This high-level
percentage plateau is significant and makes it
evident why end users and organizations cannot
manage security by focusing on patching their
Microsoft applications and operating systems alone.
If they do that, they are only protecting their
computers and IT infrastructures from 22.5% 1 less
than a quarter i of the total risk posed by
vulnerabilities.

Non-Microsoft software is by definition issued by a
variety of vendors, who each have their own security
update mechanisms and varying degrees of focus
on security. Consequently, it is up to the users of
personal computers and administrators of IT
infrastructures to make sure that they stay updated
about the security status of all the different products
on their computers. This is a major challenge
because not all vendors offer automated update
services and push security updates to their users.
Therefore, users and administrators have to resort
to alternative methods and sources of information to
ensure that their systems are protected from
vulnerable software, and that patches or other
mitigating actions are deployed

No IT administrator has the time and resources to
manually keep track of the patch state of all the
applications on all computers in their IT
infrastructure on a continuous basis.

(3): Find the list of the Top 50 applications in the Appendix
4):Wi ndows 8 and Windows 10 are
and upwards.

bundl ed

Similarly, it is an unrealistic assumption that an end
user is going to take the time to stay updated by
visiting the websites of a multitude of vendors whose
applications are installed on their PC i and then
search, download and apply individual security
updates.

Operating systems

The choice of operating system had an impact on
the total number of vulnerabilities on a typical
endpoint: In 2016, 9% of vulnerabilities were
reported in Windows 7, the operating system we are
tracking with the Top 50 portfolio.

Microsoft applications

There were less vulnerabilities reported in
Microsoft applications in 2016 compared to the
previous year: down from 14.5% to 13.5%. The
vulnerability count in Microsoft applications was
219 in 2016; in 2015 it was 295.

Increase in vulnerabilities in Windows
Data shows an increase in in the number of
vulnerabilities recorded in all Windows operating
systems except Windows 8:

1  Windows 10® went from 257 in 2015, to

380 in 2016.

f  Windows 8® went from 467 in 2015, to 369
in 2016.

1 Windows 7 went from 144 in 2015, to 151 in
2016.

T Windows Vista went from 147 in 2015, to
154 in 2016.
with Adobe FIl ash, adding

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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FIGURE 12: VULNERABILITIES IN TOP 50 PORTFOLIO, HISTORICALLY
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

FIGURE 13: VULNERABILITIES IN WINDOWS OPERATING SYSTEMS, HISTORICALLY
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Copyright © 2017 Secunia Research at Flexera Software LLC
Source: Vulnerability Review 2017

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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FIGURE 14: VULNERABILITIES IN TOP 50 IN 2016

FIGURE 15: CRITICALITY OF VULNERABILITIES IN TOP 50, HISTORICALLY

See the Appendix for methodology, including definitions of Secunia Advisories, CVEs and Vulnerabilities; criticality ratings, attack vectors.
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